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fuu mdvu yeoEÍfuka Tng"

 ² úfkdaÞiajdoh i|yd f;dr;=re yd ikaksfõok ;dlaIKfha Þhl;ajh 
 ² f;dr;=re ikaksfõok ;dlaIKh Ndú;fha § u;=jk ffk;sl yd 

iÞpdrd;aul .eg¨
 ² f;dr;=re yd ikaksfõok ;dlaIK WmlrK Ndú;fha § u;=jk wdrlaIdj 

iïnkaO .eg¨j,g .; yels mQ¾fjdamdhka 
 ² f;dr;=re yd ikaksfõok ;dlaIKh Ndú;hg wdfõ‚l fi!LH .eg¨ yd 

iudÔh .eg¨ 

  hk lreKq ms<sn| ukd wjfndaOhla ,nd .ekSug yels jkq we;'

6'1  úfkdaodiajdoh i|yd f;dr;=re yd ikaksfõok 

       ;dlaIKh

wúfõlS Ôjk rgdjg wiajeis,a,la ,nd .kq ms‚i ñksid fkdfhla 
wdldrfha riú£ï Wmfhda.s lr .kshs' fï w;=ßka úfõlS wjia:djkays § Ñ;%mg 
keröug fndfyda wh reÑ lr;ss' mer‚ Ñ;%mg ksIamdokfha § w;aÿgq wvqmdvq 
u.yrjd .ksñka b;d Wiia .Kfha Ñ;%mg ks¾udKh lsÍug ksIamdoljreka iu;a 
ù we;af;a f;dr;=re yd ikaksfõok ;dlaIKfha mßKduh;a iu.ska ks¾udKh jQ 
fuj,ï iy Wml%u Ndú;fhks' ñka iuyrla fufia h'

 rEmh 6'1 - ;%sudk rEm ;dlaIKh

i). ;%sudk rEm ;dlaIKh ^3D - three-dimension& 
  mer‚ Ñ;%mgj, olakg ,enqKq oaúudk 

rEm fjkqjg b;d Wiia ;dlaIKh fhdod 
.ksñka ksmojk Ñ;%mgj, we;s ;%sudk rEm 
;dlaIKh ksid Ñ;%mgj, iÔù nj j¾Okh 
ù we;' kùk ;dlaIKhg wkqj ksmojd we;s 
Wmeia hq., fhdod .ksñka krUkakdg  Ñ;%mg 
ri ú£ug i,id we;'

6 iudch iy f;dr;=re yd ikaksfõok 

;dlaIKh
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rEmh 6'2 - fydf,da.%e*sla m%;sìïn
ieliSfï ;dlaIKh

ii). fydf,da.%e*sla m%;sìïn ieliSfï ;dlaIKh        
^Holographic image processing technology& 

   fjk;a ia:dkhl rE.; lrk ,o 
rEmhl m%;sìïnh leurd ldph ;=< 
;ekam;a lr .ksñka th fjk;a o¾Yk 
;,hla u; oelaùu i|yd fuu ;dlaIKh 
fhdod .kq ,nhs' fndfydaúg w;sìysiqKq 
cjksld rE.; lsÍfï § fuu ;dlaIKh 
fhdod .efka'

rEmh 6'3 - ldgQka Ñ;%mg

iii).  ldgQka Ñ;%mg - 
l=vd orejkaf.a fuka u jeäysáhkaf.a 

o m%sh;u wx.hla jk ldgQka Ñ;%mg b;d 
ckm%sh ù we;af;a fïjdfhys rEm ;%sudk 
f,i ^3D three-dimensional& ks¾udKh 
jk ksid;a ta i|yd fhdod .kakd uDÿldx. 
iy ;dlaIKfha ÈhqKqj ksid;a h'

rEmh 6'4 - wxls; Y%jH ixialrKh

iv). wxls; Y%jH ixialrKh - 
ix.S; ks¾udKfha § iy ixialrKfha § 

mß.Klh yd kùk uDÿldx. fhdod .ekSu 
j¾;udkfha olakg we;' .S; má.; lsÍu 
fuka u" úúO .S; ixfhda. lsÍu u.ska 
Y%djl ri úkaokh jeä lsÍu;a" kdo rgd 
ks¾udKh lsÍu i|yd;a kj;u uDÿldx. 
Ndú; lrkq ,nhs'

rEmh 6'5 - ksfjia rx. Yd,d moaO;s

tfia u fuu ksIamdok ixhqla; ;eá 
fhdod .ksñka myiq wdldrfhka .nvd lr 
;nd .ekSug o" wjYH jQ úfgl ksjfia isg 
u ksfjia rx. Yd,d moaO;s ^Home theatre 
system& ^rEmh 6'5& Ndú;fhka keröug 
fyda ijka §ug o yels ù we;'
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rEmh 6'6 - wxls; l%Svd

v). wxls;$ixLHdxl l%Svd 
(Digital games)  -

  j¾;udkfha § b;d 
u ckm%sh wx.h jkafka 
wxls;$ixLHdxl l%Svd h' 
mß.Klj, fyda cx.u 
ÿrl:kj, fyda ia:dmkh 
lrk ,o wxls;$ixLHdxl 
l%Svd fndfyda fofkla ;u 
úfkdaodiajdoh i|yd fhdod 
.ks;s' ;%sudk rEm ^3D& 
iy p;=¾udk rEm (4D) 
;dlaIKfhka ks¾udKh 
lrk ,o wxls;$ixLHdxl 
l%Svd j¾;udkfha fndfyda ckm%sh ù we;'

vi).  iurEmK l%Svd (Simulation games) -  
 idudkH Ôú;fha § isÿ jk l%shd 

wkqidrfhka iajdNdúl mßirhla jHdc 
f,i ks¾udKh lr §u fuys § isÿ fõ'

 fuh l%Svd mqyqKq lsÍï" úYaf,aIKh 
lsÍï fyda ie,iqï lsÍï i|yd fhdod .kq 
,nk w;r fï i|yd WodyrK f,i hqO 
mqyqKqùï" l%Svd iy N+ñld ksrEmKh oelaúh 
yels h'

rEmh 6'7 - iurEmK l%Svd
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 6'2  f;dr;=re yd ikaksfõok ;dlaIKh Ndú;fha §   

   we;s jk .eg¨

ñksidf.a tÈfkod Ôú;h myiq lsÍug w;HjYH fndfyda wx. ksmojñka 
ñksidf.a ióm;u ñ;=rd jkakg f;dr;=re yd ikaksfõok ;dlaIKhg yels jqj o 
th Ndú;fha § we;sjk .eg¨ fndfyduhlg uqyqK §ug fï jk úg ñksidg isÿù 
we;' fuu .eg¨ j¾. lsysmhlg fufia fnod oelaúh yels h' 

ffk;sl 
.eg¨

iÞpdrd;aul
 .eg¨

fN!;sl 
.eg¨

ydkslr 
uDÿldx. mßirhg jk 

ydks

fi!LH 
.eg¨

idudÔh
 .eg¨

f;dr;=re yd 
ikaksfõok 
;dlaIKh 
iy .eg¨

rEmh 6'8 - f;dr;=re yd ikaksfõok ;dlaIKh Ndú;fha § we;sjk .eg¨

fuu .eg¨ iy tajdg úi÷ï fudkjd oehs úia;rd;aul j fufia olsuq'

6'2'1  ffk;sl .eg¨

rEmh 6'9 - o;a; fidrd .ekSu iy 
wkjirfhka msúiSu

i). fm!oa.,sl o;a; fidrd .ekSu - 
mqoa.,fhl=f.a wkkH;djh oelafjk 

f;dr;=re 
Information) mß.Klhlska fyda Wml%uhlska 
fyda fidrd .ekSu

Wod -  mqoa., kdu" ÿrl:k wxl PdhdrEm" wdÈ 
 fm!oa.,sl f;dr;=re we;=<;a lr we;s  
 mß.Kl u;l iefK,s" wxls; leurd  
 fyda cx.u ÿrl:k fidrd .ekSu fyda  
 tu f;dr;=re ryis.; j ,nd .ekSu

ii). wkjirfhka mß.Kl moaO;sj,g msúiSu -     
    mß.Kl moaO;shlg fyda fjí wvúhlg fhdod we;s mßYS,l kduh iy 

uqrmoh fidrd .ksñka fyda Wml%uYS,S j ,nd .ksñka fyda wdh;ksl o;a; 
fidrlï lsÍu'
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iii). nqoaêuh foam< fidrd .ekSu -

 1' nqoaêuh foam<la hkq l=ula o@

 mqoa.,fhl= fyda wdh;khla fyda úiska lrk ,o kj ks¾udKhla tkï 
ñka fmr  Ndú;fha fkdmej;s fyda ck;dj úiska oekqïj;a j fkd;snQ fyda kj 
ksIamdokhla fyda l%shdj,shla fyda nqoaêuh foam<la f,i ye¢kaúh yel' th 
mqoa.,hdf.a fyda wdh;kfha fyda ysñluls' th nqoaêuh foam<la f,i ie,fla' 
 fuu nqoaêuh foam< fjk;a kduhlska bÈßm;a lsÍu" whs;slref.a wjirhlska 
f;dr j fjk;a ks¾udK i|yd fhdod .ekSu iy úlsŒu nqoaêuh foam< fidrd 
.ekSu f,iska ye¢kafõ'

 2' nqoaêuh foam<j, ffk;sl wdrlaIdj i|yd fmagkaÜ n,m;%hla ,nd  
    .; yels h'

 fmagkaÜ n,m;%hla hkq kj ksmehqï i|yd rch úiska m%odkh lrkq ,nk 
nqoaêuh foafmd< whs;sjdislï h' fmagkaÜ whs;sjdislu ,nd .ekSu i|yd wod< 
cd;sl ld¾hd,h fj; ksIamdolhd úiska b,a¨ïm;la bÈßm;a l< hq;= h'

iv).jxpd - wka;¾cd,fha fyda ixhqla; ;eáhl m%ldYs;" mqoa.,fhl= i;= ,shú,s  
^nexl= wxl" w;aika&" l,d lD;s wdÈh msgm;a lsÍu fyda wkqlrKh lsÍu" úúO 
.kqfokq uqjdfjka mqoa.,hka rjgñka Tjqkaf.a Kh m;a ^Credit Card& u.ska 
uqo,a jxpd lsÍu

6'2'2  iodpdrd;aul .eg¨

rEmh 6'10 - ,sÅ; oE fidrlu

i). ,sÅ; oE fidrlu ^Plagiarism&  
  ks¾udKlrejl=f.a woyia" rpkd fyda 

fjk;a ks¾udKhla msgm;a lr .ksñka 
Tyqf.a wjirhlska f;dr j th ;udf.a 
ks¾udKhla f,i bÈßm;a lsÍu ,sÅ; 
oE fidrlu fyj;a rpkd fidrlu kï 
fõ' wka;¾cd,h Ndú; lrñka o;a; iy 
f;dr;=re /ialrkakka fya;=fjka tys 
m%ldYs; rpkd wdÈh msgm;a lsÍu b;d 
nyq, f,i jHdma; ù we;'

fuu ks¾udK ioaNdjfhka Ndú; lsÍfuka rpkd fidrlu kj;d oeñh yels h'
ioaNdjfhka Ndú;h hkq hï lsis mqoa.,fhl=f.a whs;sjdislula iys; ks¾udKhlska 
f;dr;=re ,nd .ekSfï § th Tyqf.a fm!oa.,sl;ajhg ydks fkdjk whqßka fhdod 
.ekSuhs' tkï"
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1' Wmqgd oelaùu ^Citing& - rplhdf.a fyda rplhkaf.a f;dr;=re i|yka lsÍu

2' f.k yer oelaùu ^Quoting& - msgm;a lr .kakd ,o fldgi WoaOD; mdGhla  
^ —……˜ & f,iska oelaùu

3' fhduqj oelaùu ^Referencing& - f;dr;=re ,nd.;a fjí msgq ,smskh rpkdj 
wjidkfha § i|yka lsÍu

 
6'2'3  fN!;sl .eg¨ iy ;d¾lsl .eg¨

mß.Kl Ndú;fha § tajd wdrlaIdldÍ j Ndú; fkdlsÍu u.ska fN!;sl iy 
;d¾lsl .eg¨ u;=fõ' tkï"

wkjYH úÿ,s úikaêùï u.ska mß.Kl fodaI we;sùu" fidr i;=re Wjÿre 
we;sùu" wka;¾cd,h u.ska wdl%uKh lrkq ,nk ydkslr uDÿldx. ksid mß.Kl 
cd, ì|jeàu" mdßißl idOl wdÈh fN!;sl .eg¨ hg;g .efka' uqrmo Ndú;fhka 
fm!oa.,sl mß.Kl fyda mß.Kl moaO;sj,g wkjir msúiqu" nqoaêuh foam< 
ysñlï W,a,x>kh wdÈh ;d¾lsl .eg¨ f,i ie,fla' 

f;dr;=re yd ikaksfõok ;dlaIKh Ndú;fha § we;s jk fN!;sl iy ;d¾lsl 
.eg¨j,ska wdrlaId jkafka flfia o@

 fN!;sl wdrlaIdj (Physical Security)

i). wkjr; n, iemhqu ^Uninterrupted Power Supply - UPS& -  
  n,dfmdfrd;a;= fkdjQ úÿ,s úikaê ùul § mß.Kl moaO;shg iy 

f,aLkj,g isÿ jk ydksh j<lajd .ekSu i|yd wkjr; n, iemhqula yryd 
mß.Klhg úÿ,sh ,nd §u fhda.H fõ' fuys § wkjr; n, iemhqfuys we;s 
wdfrdamKh lrk ,o negßh u.ska úÿ,s úikaê ùul § fkdkj;ajd úÿ,sh 
n,h mß.Klh fj; ,nd fohs' ^rEmh 6'11&

rEmh 6'11 - wkjr; n, iemhqu ^UPS&

mß.Kl moaO;sh

UPS m%Odk iemhqu
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ii). oDV .sksmjqre ^ & -
  fjk u Wmdx.hla f,i ñ, § .; yels oDV .sksmjqre mq¿,a l,dm ud¾.

lh ^ & ;=< olakg we;' fuh úfYaIfhka wka;¾cd,h yd 
iïnkaO jk mß.Kl moaO;shla msysgqjd .ekSfï § b;d jeo.;a fõ' fuu.ska 
wka;¾cd,fhka ,nd .kakd fyda ,nd fokq ,nk fuka u mß.Kl cd,hla ;=< 
yqjudre jk iEu f;dr;=rla u fmrkh lrkq ,nhs' Bg wÞ< uDÿldx. fuu 
Wmdx.h ;=< ia:dmkh lr we;' fuh wkjir msúiSïj,ska mß.Kl moaO;shla 
wdrlaId lrhs' ^rEmh 6'12&

rEmh 6'12 - oDV .sksmjqr ^ &

o;a; neyer-
lsÍu 

o;a; ,nd 
.ekSu

.sks mjqr

wka;¾cd,h

rEmh 6'13 - fÞr.=¨ 
u.ska iSñ; msúiqu

fodr.=¿ u.ska iSñ; msúiqu - 

iEu úg u mß.Kl úoHd.drhla fodr.=¿ oud wdrlaId 
lr ;sîu jeo.;a h' ndysr mqoa.,hskaf.a msúiSu iSñ; lsÍu u.ska  
úoHd.drfhys we;s mß.Kl moaO;s iy wfkl=;a Wmdx.j,g o 
f;dr;=re i|yd o isÿ jk ydksh j<lajd .; yels h' ̂ rEmh 6'13&

rEmh 6'14 - ixjD; 
mßm: rEmjdysks

iii). ixjD; mßm: rEmjdyskS ^CCTV& - 
  mß.Kl úoHd.drhl wdrlaIdj i|yd fhdod .kakd 

mß.Kl ixjD; mßm: rEmjdyskS Wmfhda.s lr tys lghq;= 
ndysßka ksÍlaIKh lsÍu fyda ojfia l%shd ùäfhda mghla 
f,i ;ekam;a lr ;nd miq j keröu fyda l< yels h' ̂ rEmh 
6'14& 

rEmh 6'15 - i¾ck wdrlaIl

iv).i¾ck wdrlaIl 
 ^Surge protector&  - 
  mß.Kl úoHd.drhl we;s 

mß.Kl we;=¿ wfkl=;a úÿ,s 
Wmdx. i|yd iemfhk úÿ,s 
n,fhys fjda,aàh;dj md,kh 
lsÍu i|yd fhdod .kq ,nk 
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fuu WmlrK u.ska mß.Kl yd wfkla Wml%uj, wdrlaIdj ;yjqre fõ' 
ksjdi fyda ld¾hd, fyda i|yd iïu; fjda,aàh;d w.h jkafka fjda,aÜ 120 V 
ls' fuu m%udKh blaujd hdfukaa úÿ,s Wmdx. úkdY ùu i¾ck wdrlaIl u.ska 
md,kh lrkq ,nhs' ^rEmh 6'15&

 rEmh 6'16 - mdßißl idOl

v). mdßißl idOl  -
iajdNdúl mßirfha we;s idOl 

mß.Kl moaO;shl meje;aug n,mdhs' 
mß.Kl úoHd.drhla fyda fm!oa.,sl 
mß.Klhla fyda l=Kq" ÿyqú,s" f;;ukh 
wdÈfhka f;dr j mj;ajd .ekSfuka 
mß.Klhl meje;au wdrlaId lr .; 
yels h' ^rEmh 6'16&

 ;d¾lsl wdrlaIdj (Logical Security)

rEmh 6'17 - uqrmo 

i). uqrmo (Passwords)  - 
mß.Kl uDÿldx.j, iy ;ekam;a 

lr we;s f,aLkj, wdrlaIdj i|yd uqrmo 
Ndú; lrkq ,nhs' fuu.ska mß.Kl 
;=<g wkjir msúiSu iy Ndú; lsÍu 
md,kh l< yels h' uqrmohla fh§fï 
§ th wl=re" b,lalï" i,l=Kq wdÈfhys 
iïñY%Khla ùu u.ska uqrmofhys m%n, 
nj jeä fõ' ^rEmh 6'17&

 rEmh 6'18 - uDÿ .sksmjqre

ii). uDÿ .sksmjqre  -
mß.Kl cd,hl we;s mß.Kl 

u.ska wka;¾cd,hg msúiSfï § wkjir 
msúiqïlrejkaf.ka mß.Kl cd,h 
wdrlaId lr .ekSu i|yd uDÿ .sksmjqr  
m%fhdackj;a fõ' mß.Kl fufyhqï 
moaO;sfhys tla wx.hla jk uDÿ .sksmjqr 
iEu úg u il%sh lr ;eìh hq;= h'  
fuu.ska wka;¾cd,h Tiafia ,efnk 
ish¨ u m‚jqv mÍlaId flfrk w;r 
iel iys; m‚jqv wjysr lrkq ,eîu 
fuka u cd,hla ;=< we;s mß.Kl o 
ydkslr uDÿldx.j,ska wdrlaId lrkq 
,nhs' 
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rEmh 6'19 - wkqmsgm;a ^Backups&

iii). wkqmsgm;a (Backups) -
  mß.Kl moaO;shl isÿ jk yÈis 

ì|jeàul § tys ;ekam;a lr we;s 
w;HjYH o;a; iy f;dr;=re úkdYùu o 
ks;e;ska isÿ fõ' tajd wdrlaId lr .ekSu 
i|yd tajdfhys wkqmsgm;a ;nd .ekSu l< 
hq;= h' fï i|yd ndysr oDV ;eá" ixhqla; 
;eá" ixLHdxl nyqúO ;eá" *a,EIa Odjlh" 
u;l ldâm;a wdÈh fhdod .; yels w;r" 
jvd;a  iqÿiq jkafka tu udOHhka ndysr 
fjk;a ia:dkhl wdrlaId iys; j ;eîu 
h' ^rEmh 6'19&

6'2'4  ydkslr uDÿldx.

rEmh 6'20 -  ydkslr uDÿldx.

mß.Kl moaO;shla Ndú; lsÍfï § úúOdldr 
;¾ck iy n,mEï we;sfõ' ydkslr uDÿldx. 
(Malicious software/Malware) tfia;a ke;skï 
ydkslr fla; ^Malicious codes& úiska mß.Klj,g 
 iy mß.Kl cd,j,g lrkq ,nk ydksh b;d n,j;a 
h' tu ydksj,ska" iuyrla my; ±lafõ'

 ² mß.Klfha ld¾hlaIu;dj wvq lsÍu" ^ksjerÈ 
f,i l%shd;aul fkdùu" wkjYH f,i kej; 
kej; mK .ekaùu ^Restart& 

 ² mß.Kl uDÿldx. úkdY lsÍu iy wl¾uKH lsÍu

 ² fjk;a uDÿldx. ia:dmkhg fkdyels ùu

 ² mß.Kl oDVdx. wvmK lsÍu ^kuH ;eá Odjl wl¾uKH ùu" oDv ;eá 
l%shdúrys; ùu wdÈh&

 ² mß.Kl cd, lvdlmam,a lsÍu

 ² o;a; fidrlï lsÍu iy úkdY lsÍu

 ² wkjYH f,aLk iy f.dkq tl;= lsÍu ksid oDV ;eáfhys Odß;dj wvq ùu 
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ydkslr uDÿldx. j¾. iy tajdhska isÿ jk ydksh

ydkslr uDÿldx. j¾. lsysmhla iy tAjdhska isÿjk ydks fufia ±laúh yels h'

ydkslr uDÿldx.h isÿjk ydksh

mß.Kl ffjri 
(Computer virus)

mß.Kl jevigykla yd iïnkaO fjñka ;udf.a msgm;a 
mß.Klh ;=< m;=rejk mß.Kl ffjri" cd, u.ska o" 
USB *a,EIa Odjl iy u;l ;eá jeks ndysr wdphk 
Wmdx. fyda úoHq;a ;eme,a weuqKqï u.ska o mß.Kl 
wdl%uKh lrhss' o;a;" uDÿldx. iy oDVdx.j,g ydks 
muqKqjk iEu ffjri j¾.hla u iïnkaO jkafka 
l%shdldÍ f,aLk ^ & iu. h' tkï 
mß.Kl ffjrihla we;=¿ jQ úg th iEu úg u moaO;sh 
;=< il%sh j mj;S'

mß.Kl j¾ïia 
(Computer worms)

mß.Kl j¾ïia o ^Computer worms& ffjri yd iudk 
f,iska l%shdlrhs' kuq;a j¾ïiaj,g ;ks j u l%shd;aul 
ùfï iy me;sÍfï yelshdjla we;s w;r ta i|yd úoHq;a 
;eme,a weuqKqï" jHdc fjí wvú" laI‚l j u;= jk 
m‚úv rduq jeks mß.Kl uQ,sl iudc bxðfkare (Social
engineering& Wml%u fhdod .kq ,efí'

T;a;=lrejka 
(Spyware)

fg%dacka wYajhd (Trojan Horse)
.%Slhska úiska fg%dahs rdcHh hg;a lr .ekSug  
fhdod.kq ,enQ ,Sfhka ;ekQ wYajhd ksoiqka lr .ksñka 
kï lrk ,o fg%dacka wYajhd hkq ;j;a ydkslr uDÿldx.
hls' wjHdc njla fmkakqï lrk kuq;a ydkslr uDÿldx.
hla jk fuh mßYS,lhd fkdoekqj;a j u moaO;shg 
iïnkaO fjhs' wkjYH f,i újD; jk mß.Kl ljq¿ 
iy fjkia jk jev;, ̂ Desktops& we;slrñka o" f,aLk 
uld ouñka iy o;a; fidrlï lrñka o mßYS,lhd 
wmyiqjg m;a lrk fg%dacka wfkl=;a ydkslr uDÿldx. 
mß.Klhg we;=¿ùu i|yd myiqlï i,ihs' úoHq;a 
;eme,a weuqKqï újD; lsÍfuka iy wka;¾cd,h Tiafia 
nd.; lrkq ,nk f.dkq iu. mß.Klh wdl%uKh 
lrkq ,nk fg%dacka wYajhd mß.Kl ffjri yd j¾ïia 
fuka fndaùu isÿ fkd lrhs'
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wkjYH oekaùï ^Adware&
wkjYH oekaùï mß.Kl ;srh u; o¾Ykh lsÍu fuu 
ydkslr uDÿldx.fha iajNdjhhs' tu oekaùï Wmfhda.s 
lrf.k jd‚cH f;dr;=re ,ndfohs' wkjYH  oekaùï 
mß.Kl ffjri fuka ydksodhl fkdjQj;a mßYS,lhd 
udkisl jYfhka mSvdjg m;alrhs'

fndÜia
(Bots)

frdfndÜ ̂ & hk kdufhka Wlyd .kq ,nk fndÜia 
^Bots& hkq wfkl=;a cd, iu. iïnkaO;d ;nd.kakd 
iajhxl%Sh j l%shd;aul jk ydkslr uDÿldx.hls' laI‚l 
m‚jqv iy wka;¾cd, ixjdo u.ska fm!oa.,sl f;dr;=re 
/ia lr.ekSu i|yd fndÜia  fhdod .efka'

fld,a,lrejd 
(Hijacker/  Browser 

hijacker)
fjf<|" jd‚cHh iy fjf<| m%pdr lghq;= i|yd 
ks¾udKh lrk ,o fld,a,lrejd úiska mßYS,lhd 
wka;¾cd,h yd iïnkaO jk wjia:dfõ § Tyq fkdu. 
hjñka fjk;a fjí msgq fj; tu iïnkaO;dj fhduq 
lrkq ,nhs' fuh weâfjhd ;¾ckh yd iudk fõ'

*sIska ^Phishing& *sIska m%ydr hkq mßYS,lhka rjgd Tjqkaf.a nexl= .sKqï 
fyda úoHq;a .sKqï wdÈfhys f;dr;=re ,nd .ekSuhs' 
fï i|yd úoHq;a ,sms fhdod .efkhs' fuu ,sms m%isoaO  
iud.ula fyda ñ;%fhl=f.a kdufhka mßYS,lhd fj; 
tjkq ,nk w;r fjk;a fjí wvúhlg hdu i|yd 
iïnkaOlhla ^link& o tjkq ,efí' tu iïnkaOlh 
la,sla lsÍfuka fyda úia;r m;%sld msrùfuka ,nd .kakd 
f;dr;=re mßYS,lhkaf.a uqo,a iy jeo.;a f;dr;=re 
fidrlï lsÍug Ndú; flf¾'

wdhdÑ; ;emE, 
^Spam&

wkjirfhka ,efnk úoHq;a ;eme,a" wdhdÑ; ;emE, 
f,i ye¢kafõ' fïjd fndfyda úg NdKav i|yd jQ 
fjf<| oekaùï fyda fkdy÷kk wfhl= úiska tjk ,o 
úoHq;a ;emE,la o úh yels h' fï fya;=fjka ;eme,a 
.sKqï msÍhdu ksid mßYS,lhd wmyiq;djg m;aúh yels 
h' tfia u mqoa.,hskaf.a úoHq;a ,smsk jxpd iy.; j ,nd 
.ksñka fkdfhl=;a uqo,a jxpd i|yd fm<Uùug tjkq 
,nk úoHq;a ;eme,a o" wdhdÑ; ;emE, fõ'

ydkslr uDÿldx.hkaf.ka mß.Klhla iy mß.Kl cd,hla wdrlaId lr.ekSu

 ² mß.Klhg ffjria wdrlaIl uDÿldx.hla ia:dmkh lr .kak' th ksis mßÈ 
hdj;ald,Sk lrkak' tys wdrlaIl Wml%u ^Guard/Shield/Auto scan/Update& 
iEu úg u újD; j ;nkak'
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 ² ndysr wdphk Wml%u ^USB u;l& ;u mß.Klhg iïnkaO lsÍfï § m%fõYï 
jkak' th ffjria wdrlaIl uDÿldx.hla u.ska mÍlaId lr.kak' 

 ² iEu úg u kS;Hkql+, jQ uDÿldx. mß.Klhg ia:dmkh lrkak'

 ² idudkH Ndú;h i|yd mßmd,l .sKqu ^Administrator account& fjkqjg 
idudkH mßYS,l .sKqula ^User account& fhdod .kak'

mß.Klh wka;¾cd,hg iïnkaO lr we;akï"

 ² wdrlaIs; fjí wvú i|yd msúfikak' tys kS;Hkql+, nj taldldr iïm;a 
ksYapdhlh (URL) mÍlaId lsÍfuka oek .; yels h'

 ² uDÿldx. fyda fjk;a nd.; lsÍï i|yd wdrlaIs; fjì wvú muKla u f;dard 
.kak'

 ² nd.; lsÍug fmr tu f,aLh fyda uDÿldx.h ffjri wdrlaIl uDÿldx.hla 
u.ska mÍlaId lr.kak' 

 ² úoHq;a ;eme,a weuqKqï újD; lsÍfï § iqmÍlaIdldÍ jkak' tu weuqKqï nd.; 
lsÍug wjYH kï Bg fmr wdrlaIl uDÿldx.hla u.ska mÍlaId lr.kak' iel 
iys; úoHq;a ;eme,a újD; lsÍu fyda weuqKqïj, we;s iïnkaO;d ^link& la,sla 
lsÍfuka j<lskak'

 ² iel iys; oekaùï fyda m‚úv fyda la,sla lsÍfuka j<lskak'

 ² ;ukaf.a ryis.; f;dr;=re" wdrlaIdj mÍlaId lsÍfuka f;dr j fjí wvú 
i|yd we;=¿ fkd lrkak'

 ² .sks mjqr$iq/l=ï mjqr ^Firewall&" ffjri wdrlaIl uDÿldx. ^Virus guards&"  
úoHq;a ;eme,a fmrk ^ & Ndú; lsÍfuka wjodku wvqlr .; yels h'

ydkslr uDÿldx.j,ska wdrlaIdùu i|yd mß.Klh ia:dmkh l< yels m%p,s; 
ffjria wdrlaIl uDÿldx. lsysmhla my;ska oelafõ'

² Kaspersky Antivirus 
² Panda Cloud Antivirus [ B ]
² Microsoft Security Essentials 
² Norton Antivirus 
² BitDefender Antivirus 
² McAfee Antivirus 

² Avira Antivirus 
² Avast Antivirus AVG Antivirus 
² K7 Antivirus 
² Digital Defender Antivirus 
² Norman Antivirus 

m%;sldrhg jvd j<lajd .ekSu kqjKe;s l%shdjls æ
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1' by; olajd we;s ffjria wdrlaIl uDÿldx. fuka u fjk;a ffjria 
wdrlaIl uDÿldx. lsysmhla wka;¾cd,fhka fidhd ,ehsia;= .; 
lrkak' tajdfha ksIamdok wdh;k iy ksIamdÈ; j¾I ms<sn| j úia;r 
.fõIKh lr j.= .; lrkak'

l%shdldrlu

wka;¾cd," f;dr;=re yqjudrej i|yd Y%S ,xldj ;=< wdrlaIdj imhk wdh;k

fï jk úg wka;¾cd,h ;=<ska o;a; iy f;dr;=re ,nd fkd.kakd whl= 
fyda wdh;khla fydA fkdue;s ;rï h' f,dalh mqrd u iudc cd," .sKqï fjí wvú" 
fjí úi÷ïj,g wkjirfhka we;=¿ ù tajdg yd tajdfha ysñlrejkag ydks isÿ 
lsÍu miq.sh jir lsysmh ;=< jeä ù we;' Y%S ,xldfõ o tjka isÿùï nyq, j jd¾;d 
ù we;' tuksid fuu wka;¾cd, lghq;= i|yd wdrlaIdj imhk wdh;k wjYH ù 
we;' fuu wdrlaIdj ihsn¾ wdrlaIdj f,i y÷kajkq ,nhs'

ihsn¾ wdrlaIdj b-fï,a" wka;¾cd, úi÷ï" fjí wvú yd iudc cd,j,g 
muKla iSud fkd fõ'  th ;u mß.Kl cd, yd mß.Kl fufyhqï moaO;sj,g o 
wod< fõ' ihsn¾ wdrlaIdj imhk wdh;k lsysmhla fufia h'

 ² Y%S ,xld yÈis mß.Kl iQodkï ixioh ^Institution for Information Security of 
Sri Lanka&

ICTA wdh;kh ^Information and Communication Technology Agency 
u.ska msysgqjk ,o tu ixioh úiska fkdfhl=;a wdldrfha md¾Yajhkag fiajd 
imhkq ,efí' tkï"

  mqrjeishkg 
  jHdmdßl wdh;kj,g
  rdcH wdh;kj,g

² ICTA wdh;kh" Y%S ,xld m%ñ;s wdh;kh yd Y%S ,xld yÈis mß.Kl iQodkï 
ixioh ^Sri Lanka Computer Emergency Readiness Team - CERT) tla j rdcH 
wdh;k i|yd f;dr;=re wdrlaIK l<ukdlrK moaO;s ^Information Security 
Management System - ISMS& iy;sl ,nd §fï lghq;= wrUd we;' mqoa.,hka yd 
wdh;k tu jevigyk i|yd ,shdmÈxÑ ùfuka f;dr;=re wdrlaIKh iqrlaIs; 
lr .; yels h'

1' my; olajd we;s fjí wvú fj; msúfikak' tu fjí wvú weiqfrka 
Tng ,nd .; yels mß.Kl wdY%s; fiajd ,ehsia;= .; lrkak'

   http://www.engage.icta.lk
    https://www.techcert.lk/si/

l%shdldrlu
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6'2'5  f;dr;=re yd ikaksfõok ;dlaIKh Ndú;hg wdfõ‚l 

   fi!LH .eg¨

 ² iqfLdamfhda.S nj ^Ergonomics& iy fi!LH .eg¨

 iqfLdamfhda.S nj fkdfyd;a Y%ulaIu;d úoHdj ^Ergonomics& hkq .%Sl jpk 
foll tl;=jlska iEÿKq ;ks jpkhls' .%Sl NdIdjg wkqj ˜ ergon"˜ hkq /lshdj 
fyda ld¾hhhs' ˜nomos˜ hkq kS;shhs' fuys ir, f;areu jkafka"

—/lshdjla ks¾udKh l< hq;af;a Y%ñlhdg .e<fmk wdldrhg nj;a Y%ñlhd  
/lshdj i|yd yev.eiSug n, fkdl< hq;= nj;a"  tfia fkdue;s jQ úg Y%ñlhd 
fkdfhl=;a wd;;Ska iy frda.dndOj,g f.dÿreùu fkdje<elaúh yels˜ nj;a h'

 wo jk úg ;dlaIKh ñksidg w;HjYH wx.hla ù we;s w;r ;dlaIKh 
yd ñksid fjka l< fkdyels f,i tlsfkl yd iïnkaO ù we;' ;dlaIKh Ndú; 
lrkakka Èfkka Èk j¾Okh jkjd fia u ;dlaIKh ksid we;s jk fi!LH .eg¨ 
o ta yd iudk j j¾Okh ù we;' fuu ;;a;ajh we;s jkafka idudkH mß.Kl 
Ndú;fhka f;dr j meh 4lg jeä ld,hla fkdkj;ajd mß.Klh Ndú; lsÍu 
ksid h' tu fi!LH .eg¨ fudkjd oehs fufia úuid n,uq'

rEmh 6'21 - udxifmaYs iy 
wiaÓ wdY%s; .eg¨

i) udxYfmaYS iy wiaÓ wdY%s; .eg¨ 
^ & 

fkdkj;ajd mß.Klh Ndú;h ksid YÍrfha 
úúO ia:dkhkays udxi fmaYsj, iy wiaÒj, 
fõokd we;sùu iq,n h' óg m%Odk u fya;= idOlh 
jkafka mß.Klh Ndú; lsÍfï § jerÈ bßhõfjka 
isàuhs' ^rEmh 6'21&

  

rEmh 6'22 - mqk¾j¾;S wd;;s 
mSvdj ^RSI&

ii) mqk¾j¾;S wd;;s mSvdj 
    ^RSI - Repetitive Stress Injury& 
  Wrysfia isg wf;a weÕs,s olajd we;s jk 

fõokdj mqk¾j¾;S wd;;s mSvdj f,iska ye¢kafõ' 
tu ia:dkj, bÈuqu" ;o .;sh" fõokdj we;s fõ' 
uQislh i|yd w;a, tyd fuyd lsÍug wmyiq nj 
fuys ,laIKhls' ksjerÈ bßhjq wkq.ukh fkd 
lsÍu fuhg fya;=jhs' ^rEmh 6'22& 
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rEmh 6'23 - ldm, fodakd 
iy,laIKh ^CTS&

iii) ldm, fodakd iy,laIKh 
  ^CTS - Carpel Tunnel Syndrome&  

wf;a weÕs,sj, we;s jk ysßjeàu iy fõokdj 
ldm, fodakd iy,laIKh f,i ye¢kafõ' ue‚lalgqj 
wdY%s; j we;s jk f;rmSu ksid fuu fõokdj we;s fõ' 
uQislh yd h;=remqjrej ksjerÈ wdldrfhka mdúÉÑ fkd 
lsÍu;a ia:dk .; fkdlsÍu;a fuhg fya;= fõ' ^rEmh 
6'23&

rEmh 6'24 - mß.Kl oDIaá 
iy,laIKh ^CVS)

iv) mß.Kl oDIaá iy,laIKh 
 ^CVS/Computer Vision Syndrome&  

fkdlvjd meh 6la 7 w;r ld,hla 
mß.Klfha we,S .e,S isàu fya;=fjka 
weiaj, we;s jk wdid;añl;d" mß.Kl oDIaá 
iy,laIKh ^CVS& f,i ye¢kafõ' weia 
úh<Su" r;= ùu" l÷¿ .e,Su" fmkqu wvqùu" 
ysfia" fn,af,a fyda fldkafoa lelal=u fuu 
oDIaá .eg¨fjys iajNdjhhs' ^rEmh 6'24&

rEmh 6'25 - ysfia lelal=u

v) ysfia lelal=u ^Headache& 
  fn,af,ys udxi fmaYSkaf.a wd;;sh iy 

weiaj, we;s jk fjfyildÍ nj ksid we;s 
jk ysfia lelal=u mß.Kl Ndú; lrkakka 
;=< nyq, j olakg ,efí'  ^rEmh 6'25&

rEmh 6'26 - wd;;sh

vi). wd;;sh ^Stress& 
ÈhqKq jk ;dlaIKfha n,mEu ksid we;s 

ù ;sfnk ld¾h nyq, nj iy /lshd jgmsgdj 
wd;;shg fya;= idOl fõ' kskao fkdhdu" 
fjfyildÍ nj" wdydr wreÑh wd;;sfha 
m%;sM, lsysmhls' ^rEmh 6'26&
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fi!LH .eg¨ u.yrjd .ekSu

ksjerÈ bßhõj ^Correct posture& - fuh iqfLdamfhda.S nj fkdfyd;a 
Y%ulaIu;d úoHdfjys ^Ergonomics& i|yka jk jeo.;a wx.hls'
 mß.Klh Ndú; lsÍfï § ksjerÈ bßhõjlska wiqka .ekSfuka fndfyda 
fi!LH .eg¨ u.yrjd .; yels h' tkï"

rEmh 6'27 - ksjerÈ bßhõj

1

3
5

4

2 }
1' mß.Kl ;srh ;udf.a weia uÜgug fyda Bg jvd my;ska fyda msysgk fia 

mß.Kl mqgqj iy fïih yev .iajd .ekSu

2' mß.Kl ;srh iy weia w;r mr;rh wÕ,a 18-28 ^fi'ñ 45-70& muK ùu

3' mqgq wekaog fya;a;= jk fia msg fldkao fl<sska ;nd Wrysi ieye,a¨fjka 
;eîu

4' ll=,a fmdf<djg ,ïnl j o m;=,a fmdf<dj u; o ieye,a¨fjka ;nd 
.ekSu

5' uQislh h;=re mqjrej wdikakfha ;nd .ekSu" ieye,a¨fjka h;=re,shkh 
lsÍu" ue‚la lgqj tla ia:dkhl isrlr fkd isàu"  h;=re mqjrej je,ñgg 
fl<ska fyda Bg my;ska fyda ia:dk .; lsÍu wdÈ ksjerÈ bßhjq wkq.ukh 
lsÍu o"

 ² weig fjfyildÍ fkdjk fia mß.Kl ;srfhys wdf,dalh ilia lr .ekSu

 ² úáka úg ;srfhka msg; ne,Su iy weismsh .eiSu
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 ² ld¾hh w;r;=r § flá úfõl .ekSu iy flá ÿr weú§u

 ² orejkayg mß.Kl l%Svd i|yd ld,h fjkalr §u" Tjqka ndysr l%Svd i|yd 
fhduq lsÍu'

 ² meh 7-8 olajd ld,hla mß.Kl iu. l%shdlrk jeäysáhka ksjfia § 
mß.Klh Ndú;fhka je<lS isàu iy uki ieye,a¨fjka ;nd .ekSu

 jeks l%shdldrlï fh§u o u.ska mß.Kl wdY%s; fi!LH .eg¨ fndfyda ÿrg 
u.yrjd .; yels h'
 

6'2'6  bf,lafg%dksla wmøjH - ydkslr uQ,øjH yd tu.ska   

  mßirhg jk ydks

mß.Kl" rEmjdyskS" cx.u ÿrl;k" uqøK hka;% wdÈ úÿ,sfhka fyda 
negßfhka fyda l%shdlrk fkdfhl=;a bf,lafg%dksl ksIamdok tAjdfha l%shdldÍ" 
m%fhdackj;a ld,h wjika jQ úg tAjd bf,lafg%dksl wmøjH f,i i,lkq ,efí' 
^rEmh 6'28&

h;=re mqjre" uQisl 
iy wfkl=;a 
bf,lafg%dksl 

Wmdx.

iqmÍlaIl 
iy uqøK 

hka;%

mß.Kl ;sr iy 
fm!oa.,sl mß.Kl 

Yío Wmdx.

bf,lafg%dksl 
wmøjH

cx.u 
ÿrl:k

CFL n,an

rEmjdyskS 
hka;%

rEmh 6'28 - bf,lafg%dksla wmøjH

fkdfhl=;a ydkslr uQ,øjHhkaf.ka ksIamdokh lrkq ,enQ fuu ksIamdok 
ld,h wjidkfha § wksis f,i neyer lsÍu ksid ñksidg fuka u mßirhg o isÿ 
ù we;s ydksh w;suy;a h' mßirh wmú;% ùfï §  tys wys;lr n,mEug f.dÿre 
jkafka ñksid u h'  
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wlaudj

iu

fmky¨

fud<h

le,sli, iu. bj; oukq ,nk CFL n,an ̂ ix.Dys; m%;s§ma; wdf,dal úÿ,s 
myka& ukqIH fi!LHhg wys;lr f,i n,mdk riÈh mßirhg tla lrhs' 

riÈh wdYs%; frda. iy tAjdfha n,mEu  

 ² iakdhq moaO;sh wvmKùu

 ² fud<fha ffi,j,g ydksùu

 ² ifï wid;añl;d

 ² riÈh wdYajdi lsÍfuka uOH iakdhq moaO;sh

 ² jl=.vq iy wlaudj hkdÈhg ydks meñŒu

² iy lafrdufidauj,g ydksùu

 tfia u wfkl=;a bf,lafg%dksl wmøjH wl%uj;a f,i neyer lsÍu ksid 
we;s jk frda.dndO w;r YÍrh bÈuqu iys; oeú,a," Tlaldrh" wd;;sh" yDojdysks 
wdndO" DNA ydksh iy ms<sld je,£u wdÈh mj;S'

tjeks ydkslr uQ,øjH lsysmhla kï" 

wd¾iksla (Arsenic)" fíßhï (Barium)" fnß,shï (Beryllium)" leâñhï (Cadmium)"  
lafrdañhï (Chromium)" vfhdlaiska (Dioxins)" Bhï (Lead)" riÈh (Mercury)" 
fi,Skshï (Selenium) wdÈhhs'

bf,lafg%dksl wmøjH wdrlaIdldÍ j neyer lsÍu
 

1' Ndú;h wvq lsÍu Reduce - oekg m%fhdackhg .kakd bf,lafg%dksl WmlrK 
ksis wdldrfhka kv;a;= lsÍu iy iïmdokh lsÍu ;=<ska wkjYH wdldrfhka 
ñ, § .ekSï wvq lr .ekSu

2' kej; m%fhdackhg .ekSu Reuse - mer‚ kuq;a l%shdldÍ ;;a;ajfha we;s 
bf,lafg%dksl WmlrK úkdY fkdfldg mß;Hd. lsÍu fyda úlsŒu

3' m%;spl%SlrKh Recycle - w¨;ajeähd l< fkdyels WmlrK m%;spl%SlrKh 
lrkq ,nk wdh;khla fj; fhduq lsÍu
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1' uOHu mßir wêldßfha fjí wvúhg msúi bf,lafg%dksl wmøjH 
neyer lsÍug f.k we;s mshjr y÷kd .kak'

2' Y%S ,xldj ;=< § bf,lafg%dksl wmøjH wdrlaIdldÍ j neyer lsÍu 
i|yd Wmldr jk www.ewaste.lk wdh;kfha fjí msgqj fj; 
msúfikak' tu wdh;kh u.ska iemfhk fiajd iy tajd ,nd .kakd 
wdldrh ms<sn| j f;dr;=re /ialr fmd;a msxpla ilia lrkak'

l%shdldrlu

6'2'7 f;dr;=re yd ikaksfõok ;dlaIKh Ndú;hg wdfõ‚l 

 iudÔh .eg¨

rEmh 6'30 - wxls; fnÿu 
^digital divide& 

ys;j;a lu,a" 
Tnf.a iqjÿla
flfiao@''''''''''''''''''''''''''

i). wxls; fnÿu ^Digital divide&  - 
f;dr;=re yd ikaksfõok ;dlaIKh 

Ndú; lsÍug we;s myiqlu iy yelshdj" 
yeisrùfï yelshdj iy ta ms<sn| j we;s 
oekqu ñksid wd¾Ól jYfhka yd iudÔh 
jYfhka tlsfkld fjka lrkq ,nhs' fuh 
wxls; fnÿu f,iska ye¢kafõ' ^rEmh 6'30&

wxls; fnÿug fya;= idOl ^rEmh 6'31& 
lsysmhla fufia oelaúh yels h'

 ² W.;alu
 ² ;dlaI‚l yelshdj iy oekqu-

we;slu
 ² fmdfydi;alu
 ² ld¾ñl jQ nj
 ² kd.ßl Ôú;h

 ² kQ.;alu
 ² ;dlaI‚l yelshdj iy oekqu 

fkdue;slu
 ² ÿmam;alu
 ² ld¾ñl fkdjQ nj
 ² .ïno Ôú;h

rEmh 6'31 - wxls; fnÿug fya;= idOl
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 ² W.;alu$kQ.;alu - f;dr;=re yd ikaksfõok ;dlaIKfha fhÿï iy tajdfhys 
M, m%fhdack fudkjd oehs okakd nj iy fkdokakd nj ñksiqka w;r ÿria nj 
we;s lrhs' 

 ² ;dlaI‚l yelshdj" oekqu we;slu$fkdue;slu - f;dr;=re yd ikaksfõok 
;dlaIKh Ndú; lsÍug yelshdjla we;s ta ms<sn| oekqu ,nd .;a ñksiqka o lsis 
u wdldrfha oekqula fkdue;s ñksiqka o w;r tlsfkld yd iïnkaO;d we;s 
fkd fõ' 

 ² fmdfydi;alu$ÿmam;alu - f;dr;=re yd ikaksfõok ;dlaIKh yeoEÍug 
wjYH jqj o" tys fhÿï Ndú; lsÍug wjYH jqj o ta i|yd wjYH msßjeh oeÍug 
fkdyels ùu wxls; fn§ug ;j;a fya;=jls'

 ² ld¾ñl jQ nj$ld¾ñl fkdjQ nj - rgla ld¾ólrKh ùu f;dr;=re yd 
ikaksfõok ;dlaIK fhÿï Ndú; ùug tla fya;=jls' tfia fkdjQ l, rglska 
rglg wxls; fn§u olakg ,efí'

 ² kd.ßl Ôú;h$.ïno Ôú;h - kd.ßl j Ôj;a jk ñksid b;d ld¾h nyq, 
h' TjqyQ f;dr;=re yd ikaksfõok ;dlaIKfha fhÿï fndfyda f,i fhdod 
.ks;s' kuq;a b;d ir," ksoyia mßirhl Ôj;a jk .ïno ñksid f;dr;=re yd 
ikaksfõok ;dlaIKfha fhojqï ms<sn| j ie,ls,a,la fkd olajhs' fï ksid 
ñksiqka w;r wxls; fnÿula we;s ù ;sfí' 

ii). wxls; fia;=j ^ & - 
  wxls; fnÿu ÿr,ñka ñksiqka w;r we;s lrkq ,nk ne£u wxls; fia;=j f,i 

ye¢kafõ' ieug u mß.Klhla fyda cx.u ÿrl:khla fyda ,nd §fuka wxls; 
fia;=jla we;s l< fkd yel' ñksid úúO ;dlaI‚l Wmdx. i;= lr.kakjd 
fuka u tajd ksjerÈ f,i Ndú; lsÍug o" tajd ms<sn| j oekqïj;a ùu o" tajd 
i;= lr.ekSfï Wkkaÿj o wjYH fõ' tfia fkdue;skï ;dlaIKh jákdlula 
fkdue;s fohla jkjdg ielhla ke;' 

wxls; fia;=j we;s lrkafka flfia o"

rEmh 6'32 - wxls; fia;=j ^Digital Bridge&
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 ² wxls; idlaIr;dj ^Digital literacy& ms<sn| j wjOdkh fhduq lsÍu -  f;dr;=re 
yd ikaksfõok ;dlaIKh ms<sn| j ñksid ,nd.kakd oekqu" wxls; fn§u 
ÿrelsÍug bjy,afõ' úod;d uOHia:dk" keKi, uOHia:dk" mß.Kl iïm;a 
uOHia:dk jeks fkdñf,a iy b;d wvq uqo,lg wxls; idlaIr;dj ,nd fokq 
,nk ia:dk úúO m%foaYj, we;s lsÍu yd ta i|yd iyNd.s;ajh j¾Okh lsÍu 
i|yd cx.u m%pdrh" w;a m;%sld fnod §u" fmdaiag¾ m%o¾Ykh lsÍu wdÈh fhdod 
.ekSu

wxls; idlaIr;dj (Digital literacy) we;s lsÍfuka ñksidg ,eìh yels jdis

 f;dr;=re yd ikaksfõok ;dlaI‚l fhojqï Ndú; lsÍfï wjYH;dj 
f;areï .ekSu iy ta ms<sn| j Wkkaÿjla we;s ùu 

 f;dr;=re yd ikaksfõok ;dlaI‚l fhÿï Ndú; lsÍfï § we;sjk .eg¨ 
fndfyda ÿrg ksrdlrKh lr .ekSfï yelshdj

 ì,am;a f.ùu" wOHdmk f;dr;=re .fõIKh yd /ia lsÍu" ffjoH f;dr;=re 
wkdjrKh" orejkaf.a wOHdmksl f;dr;=re ,nd .ekSu i|yd Wojq lr 
.ekSu" /lshd i|yd b,a¨ï lsÍu wdÈ lghq;= wka;¾cd,h Ndú; lsÍfuka 
b;d myiq nj jgyd .ekSu

 ² mß.Kl ,nd §u - wxls; idlaIr;dj wxls; fia;=jg wä;d,u jk l,ays" b;d 
iykodhS ñ,g mß.Kl ,nd §fï jHdmD;shla wdrïN lsÍfuka tys Yla;sh 
;j;a j¾Okh l< yels h' fuh wxls; idlaIr;dj ,nd.ekSu i|yd iyNd.s 
jkakkayg fuka u mjqf,a wfkl=;a idudðlhkag o m%fhdackj;a fõ'

 ² wfkl=;a uQ,H ndOl bj;a lsÍu iy iu wjia:d - ieug fkdñf,a fyda b;d wvq 
uqo,lg fyda wka;¾cd, myiqlï ,nd .ekSfï yelshdjla we;s lsÍu iy ta i|yd 
we;s ndOd bj;a lsÍu iy tA u.ska ore oeßhkaf.a wOHdmk lghq;= i|yd wjYH 
f;dr;=re /ialr .ekSu" ud¾..; ÿria: wOHdmkhg yelshdjla we;s lsÍu"  
/lshd i|yd mq¿,a wjia:d ,eîu" fjf<|fmd< ;;a;ajh wOHhkh" iudc cd, 
Tiafia f;dr;=re yqjudre lsÍu wdÈ wjYH;d /ila bgq lr .; yels h'

 ² w;rueÈhkaf.a iyNd.s;ajh - fkdfhl=;a yjq,a jHdmdr" m%cd ixúOdk" rdcH 
fuka u fm!oa.,sl wdh;khkaf.a iyNd.s;ajh fuka u wdOdr iy wkq.%yh o 
wxls; fia;=j id¾:l lr .ekSu i|yd b;d jeo.;a fõ'

1' Y%S ,xld rch úiska wxls; fnÿu ^Digital divide& ÿrelrñka wxls; 
fia;=j ̂ & we;s lsÍu i|yd f.k we;s l%shdud¾. fudkjd 
oehs fidhd j.= .; lrkak'

l%shdldrlu
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iii). yiqre l=i,;d wfydais ùu (De-skilling)

rEmh 6'33 - yiqre l=i,;d wfydais ùu ^De-skilling&

 

yiqre l=i,;d wfydais ùu ̂ rEmh 6'33& f;dr;=re yd ikaksfõok ;dlaIKfha 
;j;a w;=re m%;sM,hls' /lshd kshqla;slhka ish oyilf.a /lshd wjia:d wysñ 
lrñka kj;u hka;%iQ;% Tjqkaf.a ia:dkh meyerf.k we;' l<ukdldß;ajh 
iy yeisrùu myiq jqj o fndfyda l=i,;djkaf.ka fyì mqoa.,hska /ila fï 
jk úg wirK ù we;' mqoa.,hska iy wdh;k i;= m%dfhda.sl oekqu fhdod 
fkd.ekSu" wOHdmkhg we;s bvlv wysñ ùu iy meyer yeÍu wdÈh iajhxl%ShlrKfha 
iuyrla wjdis fõ' fï i|yd WodyrK lsysmhla kï"

 ² l¾udka;j, hka;% iQ;% u.ska ñksia Y%uh iy yelshdjkaf.a ia:dkh ysñ 
lr .ekSu

 ² bf,lafg%dksl fmd;am;a iy iÕrd fya;=fjka mqia;ld, jeiS hdu iy ta 
wdY%s; /lshd wysñ ùu

 ² ud¾..; bf.kSï iy wka;¾cd, f;dr;=re ,nd .ekSfï myiqj ksid 
.=rejrekaf.a wjYH;dj wvq ùu

 ² ksjfia isg u fi!LH ;;a;ajh mÍlaId lr .ekSfï yelshdj ksid 
mÍlaIKd.dr lghq;= yd iïnkaO /lshd wysñ ùu

;dlaIKfhka ire /lshd wjia:d

rEmh 6'34 - ;dlaIKfhka ire /lshd 
wjia:djka

;dlaIKh ksid fkdfhl=;a wdldrfhka 
/lshd wjia:d ^rEmh 6'34& wysñ jk nj 
wms by; § bf.k .;suq' kuq;a fï jk úg 
;dlaIKh ñksidf.a Ôú;hg ke;s j u neß 
wx.hla njg m;a j we;' óg m%Odk u fya;=j 
ù we;af;a f;dr;=re yd ikaksfõok ;dlaIK 
oekqqu we;s ñksidg ,nd.; yels ire /lshd 
wjia:d h'



fkdñf,a fnod yeÍu msKsihs202

 f;dr;=re yd ikaksfõok ;dlaIK oekqu iy th yeisrùfï ukd m,mqreoao 
we;s mqoa.,hska i|yd f;dr;=re yd ikaksfõok ;dlaIKh yd iïnkaO b;d by< 
jegqma ysñ ire /lshd wjia:d lsysmhla fufia oelaúh yels h' óg wu;r j f;dr;=re 
yd ikaksfõok ;dlaIKh yd iïnkaO ;j;a fndfyda /lshd wjia:d we;'

 ² mß.Kl l%uf,aLl (Computer Programmer)
 ² mß.Kl moaO;s úYaf,aIl (Computer/Information System Analyst)
 ² o;a; ikaksfõok úYaf,aIl (Data Communication Analyst) 
 ² o;a; iuqodh l%uf,aLl iy úYaf,aIl 
 ² mß.Kl fhojqï iydhl (Desktop/Application Support Specialist)
 ² cx.u ÿrl:k uDÿldx. ks¾udKlrejka 
 ² cd,lrK iy moaO;s wdrlaIl úfYaI{ (Network and System Security 

Specialist)
 ² cd, l,ukdldr iy mßmd,l (Network Managers and Administrator)
 ² uDÿldx. bxðfkare (Software Engineer) 
 ² ;dlaIK fjf<| úfYaI{ (Technical Sales Specialist)
 ² ;dlaIK mqyqKqlre (Technical Trainer)
 ² úÿ,s ikafoaY l,ukdlre (Telecom Manager)
 ² úÿ,s ikafoaY cd, ia:dml (Telecommunication Line Installer)
 ² fjí wvú ks¾udKlrejka 

 fï w;=ßka Y%S ,xldj ;=< fuka u fjk;a rgj, o uDÿldx. bxðfkarejreka 
i|yd b,a¨u b;d úYd, h' fï jk úg fuu /lshdj wm rgg úfoaY úksuh f.k 
tkq ,nk m%Odk /lshdjla ù we;af;a ta i|yd f.jkq ,nk b;d by< jegqma ksid 
h' tneúka mß.Kl uDÿldx. ks¾udKh ms<sn| j fuka u f;dr;=re yd ikaksfõok 
;dlaIK iïnkaO Wiia wOHdmkh ,nd .ekSfuka ire /lshd wjia:djlg Tng o 
ysñlï ,eìh yels h'

6'7'8  f;dr;=re yd ikaksfõok ;dlaIKh iudc úfrdaë f,i  

  Ndú;h

i) iudc fjí wvú ^Social Media&

rEmh 6'35 

f,dj kka foi Ôj;ajk mqoa.,hka w;r 
wka;¾ iïnkaO;dj we;s lr .ekSug;a" fmdÿ 
wNsreÖka we;s mqoa.,hkaf.a woyia yqjudrejg 
bv ie,iSug;a" iqyo;d we;s lsÍug;a" fm!oa.,sl 
woyia t<s oelaùug;a yels jk f;da;ekakla 
f,i iudc fjí wvú ye¢kaúh yels h'  
fuu.ska Tng isÿ jk fiajd lsysmhla fufia 
oelaúh yels h'
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 ² ,dNodhS f,i ;u ksIamdok wf,úlrKh lr .ekSu i|yd iudc fjí wvú 
m%fhdackhg .; yels h'

 ² íf,d.aia (Blogs) - fjí f,d.a (Web logs) hkafkys flá fhÿu jk  
íf,d.aia (Blogs) hkq ud¾. .; fm!oa.,sl Èk igykla fyda iÕrdjls' fuu 
iudc fjí wvúh ks¾udKh lr we;af;a mqoa.,hkag ;u ;ukaf.a ffoksl 
w;aoelSï fyda iudcfha isÿ jk wlghq;=lï bÈßm;a lsÍug hs' tajd lshjd 
fjk;a whf.a woyia oelaùu l< yels h'

 ² wka;¾cd,h Ndú; lrkq ,nk mqoa.,hska ;udf.a fjí wvúhg" ksIamdok 
m%j¾Ok fjí msgqjg fyda íf,d.aia msgqj fj; fhduq lsÍu iudc cd, u.ska 
isÿjk ;j;a fiajdjls'

 ² ixjdo uKavm (Forum) fkdfyd;a ud¾. .; ixjdo uKavm f*darï f,iska 
ye¢kafõ' mqoa.,hkaf.a fmdÿ woyia újD; j f.kyer oelaùug ixjdo uKavm 
iqÿiq ia:dkhls' fuh iudc fjí wvú u.ska ,nd fok ;j;a fiajdjls'

 ² f,dj kka foi Ôj;a jk mqoa.,hka tl;= lsÍug;a" Tjqkaf.a woyia yqjudre 
lr .ekSug;a" ys; ñ;=rka yd iqyo ixjdofha fh§ug;a" rEm" ùäfhda mg" .S; 
yqjudre lr .ekSug;a iudc fjí wvú ksid b;d myiq ù ;sfí'

ii) ihsn¾ wmrdO ^ &

 iudc fjí wvú whq;= f,i Ndú; lsÍu ksid tajd iudchg ms<s,hla ù we;' 
fuh ihsn¾ wmrdOh fkdfyd;a ysxikh f,i ye¢kafõ' 

tjka ihsn¾ wmrdO lsysmhla my; ±lafõ'

 ² wkjirfhka mqoa.,hkaf.a PdhdrEm wka;¾cd,hg uqod yeÍu

 ² ldka;djkaf.a fyda ;re‚hkaf.A fkd.e<fmk PdhdrEm fyda ùäfhda mg 
wkjirfhka wka;¾cd,hg uqod yeÍu iy tajd Wmfhda.s lr .ksñka Tjqka ìh 
jeoa§u" ;¾ckh lsÍu fyda lmamï .ekSug fm<öu

 ² mqoa.,hkaf.a lS¾;s kduhg ydks jk wdldrfha m%jD;a;s m%pdrh lsÍu

 ² mqoa.,hka fkdu. heùu i|yd jHdc f;dr;=re iy PdhdrEm wka;¾cd,fha 
m<lsÍu iy fm!oa.,sl;ajhg ydks meñKùu

 ² jHdc f;dr;=re Ndú; lrñka mqoa.,hka rjgd wksis iïnkaO;d we;s lr 
.ekSug iudc cd, fhdod .ekSu u.ska mqoa., Ôú; úkdY ùu

 ² l+g Wml%u Wmfhda.s lr .ksñka fm!oa.,sl .sKqï fj; msúi fm!oa.,sl 
f;dr;=re fidrd .ekSu 
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iudc cd, Ndú;fha § m%fõiï jkafka flfia o@

 ² wka;¾cd, lghq;= i|yd iudc cd, f;dard .ekSfï § m%fõiï jkak'

 ² iudc cd, u.ska ñ;=rka f;dard .ekSfï § m%fõiï jkak'

 ² iudc cd,hla fj; m%ldY lrkq ,nk fm!oa.,sl f;dr;=re ms<sn| j ie,ls,su;a 
jkak'

 ² iel iys; úoHq;a ;eme,a újD; lsÍfuka j<lskak'

 ² úoHq;a ;emEf,ys we;s iel iys; wka;¾-iïnkaO;d (links) la,sla lsÍfuka 
j<lskak'

 ² ks¾kdñl úoHq;a ;eme,a úYajdi fkd lrkak'

 ² úoHq;a ;eme,a ,smsk fmd;  mÍlaId lsÍu i|yd iudc cd, 
fj; wjir fkd fokak'

 ² fm!oa.,sl úoHq;a ;emE, u.sska iudc cd, fj; msúiSu fkd lrkak' tys ,smskh 
w;ßlaiqfõ ^ & h;=re ,shkh lr ta i|yd msúiSu lrkak'

 ² iudc cd, u.ska ,nd fokq ,nk wu;r fhojqï mß.Klfha ia:dmkh lsÍfuka 
j<lskak'

 ² iudc cd,hla Ndú; lsÍug fmr fojrla is;kak'

 ² iudc cd, iy tys w;=re M, ms<sn| j l=vd orejka iy hy¿jka oekqïj;a 
lrkak'

 ² úfkdaodiajdoh i|yd úúOdldrfhka ;dlaIKh fhdod .efka'

 ² f;dr;=re yd ikaksfõok ;dlaIKh Ndú;fha § we;s jk .eg¨ lsysmhls' 
tkï"

 ffk;sl .eg¨" iodpdrd;aul .eg¨" fN!;sl .eg¨" ydkslr uDÿldx. 
    mdßißl .eg¨" fi!LH .eg¨ yd idudÔh .eg¨ fõ'

 ² fmagkaÜ n,m;%h nqoaêuh foamf<ys ffk;sl wdrlaIdj ;yjqre lrhs'

 ² fN!;sl wdrlaIdj i|yd wkjr; n, iemhqu" oDV .sksmjqre" ixjD; mßm: 
rEmjdyskS" fodr.=¿ u.ska iSñ; msúiqu" i¾ck wdrlaIl fhdod .; yels h'

 ² ;d¾lsl wdrlaIdj i|yd uqrmo fh§u" uDÿ .sksmjqre il%sh lsÍu" wkqmsgm;a 
;nd .ekSu isÿ l< yels h'

 ² ydkslr uDÿldx. ke;skï ydkslr fla; úiska mß.Kl iy mß.Kl cd, 
úkdY lrkq ,nhs'

idrdxYh
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 ² mß.Kl ffjri" mß.Kl j¾ïia" T;a;=lrejka" fndÜia" fld,a,lrejd" *sIska 
wdhdÑ; ;emE, hkqfjka ydkslr uDÿldx. we;'

 ² ydkslr uDÿldx.j,ska wdrlaId ùu i|yd ffjria wdrlaIl uDÿldx. fhdod 
.kq ,nhs'

 ² ksjerÈ bßhjq wkq.ukh lsÍfuka fi!LH .eg¨ wju lr .; yels h'

 ² bf,lafg%dksla wmøjH ksishdldr j neyer fkdlsÍfuka mßirhg ydks isÿ 
fõ'

 ² wxls; fnÿu f;dr;=re yd ikaksfõok ;dlaIKh ksid we;s jk idudÔh 
.eg¨jls'

 ² wxls; fia;=j u.ska tu .eg¨ u. yrjd .; yels h'

 ² yiqre l=i,;d wfydais ùu f;dr;=re yd ikaksfõok ;dlaIKfha ;j;a w;=re 
m%;sM,hls'

 ²  f;dr;=re yd ikaksfõok ;dlaIK oekqu we;s ñksidg ,nd .; yels ire  
/lshd wjia:d fndfyda h'

 ² iudc cd, iqmßlaIdldÍ f,i Ndú;fhka iudc cd, u.ska isÿjk iudc 
úfrdaë l%shd wju lr .; yels h'


